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About Me

Jeff Boerio
Director of Incident Response & Senior Vice 

President, Information Security Services
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Agenda

• US Bank Background

• Common Threat Categories

• Current Threat Vectors

─ Smishing

─ Business Email Compromise

─ Ransomware 

• Artificial Intelligence
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By the numbers

• ~ 900 Staff

• 5.3 billion security events observed per day

• $5.6 Trillion in monthly transfers safeguarded

• International Presence: London, Dublin, Bengaluru

Information Security Services | 24/7 Operations

• Risk Assessments & Extensions
• Formal Compliance Assessments
• Security Consulting
• Customer Authentication
• Key Management
• Fraud Prevention
• Third Party Security Risk Assessments
• SAFE Program & Phish Testing
• Code Scanning
• Security Awareness Outreach

Dublin 

United States

London

Bengaluru

Some of our services

• Risk assessments & extensions

• Formal compliance assessments

• Security consulting

• Customer authentication

• Key management

• Fraud prevention

• Third-party security risk assessments

• SAFE Program & phish testing

• Code scanning

• Security awareness outreach

Manage access to customer and business-critical information and ensure that data and transactions are 
secure, inside U.S. Bank and between our customers and our partners.
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Common Threat Categories
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An Introduction to Cyber Threat Categories

Cybercrime Nation-State Hacktivism

Primarily financially driven 
and includes fraud.

Geopolitical dominance by 
way of disruption or 
espionage.

Non-violent civil 
disobedience to reach 
ideological aims.

Terrorism Insider Threat Thrill Seeker

Violence to achieve 
ideological aims.

Internal discontent, 
negligence, personal issues, 
bribery/extortion.

Personal satisfaction; the 
challenge.

About

• Each threat actor type has 
differing motivations and threat 
objectives.

• Activities can range from spam 
emails, to more complex and 
sophisticated operations like 
Distributed Denial of Service 
(DDoS) attacks that can cause 
significant damage to 
businesses, governments, and 
individuals.

Which threat group do you think represents the 
greatest risk to your business?
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• Phishing
• Ransomware
• Identity Theft
• Account Takeover
• Distributed Denial of Service (DDoS) Attacks
• Other malware (aka computer viruses)

Focus on cybercrime

Cybercrime is the use of 
technology to exploit 

security vulnerabilities on 
both a personal and 

enterprise level.

• Email scams (e.g., business 
email compromise) 

• Malware (aka computer 
viruses)

• Cyber espionage for hire or 
profit

• Spam

• Smishing

• eCommerce fraud

• Piracy

• Ransomware

• Data breaches

• Credential theft

• Account Takeover

• Identity theft

• Social media 
impersonation

• Social media and banking 
fraud

• Online 
harassment/extortion

$12 trillion in annual 
damages by 2025.

- Forrester
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Extremely organized crime

Affiliate programs  |  Single dealers  |  Large organized groups

Cyber criminal 
organization

Administration Organizer

Operations
Linguistics & translation

Call Services

Finance
Money Mules

Money Flow Managers

Technology

Web Designers

“Cryptors”

System Administrators

Testers

Virus Writer/ Programmer

HR Recruiters

Sales, Marketing & Licensing
Affiliate Program

Web Designer
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Current Threat Vectors
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Business Email Compromise
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Business Email Compromise

How it Works

Threat actor takes the time and care to read the emails, 
copy the “signature” and know who to contact at your 
bank

Threat actor creates domain similar to your domain

Threat actor emails US Bank asking for wire transfer, 
funds withdrawal to actor-controlled bank account

Threat actor cashes out

Threat actor gains access to your email account
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Smishing
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Smishing

Definition
Combination of SMS (Short Message 
Service) and Phishing

What is Smishing?
Sending SMS (text) messages with intent 
to socially engineer recipient into taking an action

Objectives
Gift card scams, credential theft, wrong 
number scams, malware, extortion
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Ransomware
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Ransomware as a Service (RaaS)

• Ransomware operator makes software available via 
subscription to affiliates

• Affiliate deploy the ransomware to victims

• Affiliate split the proceeds with the ransomware 
operator

• Sliding scale of ransom payment

• Discounts >50% are forbidden

• Prohibit payments less than amount victim
is insured (if discoverable)

How it Works Negotiation Rules

The ransom is still set at your discretion in whatever amount seems fair to you.  
However, based on the study of many successful and profitable deals … it is 
recommended to stick to the figures.
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Salt Typhoon
Scattered Spider
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Recent examples of threat actors

Salt Typhoon Scattered Spider

• PRC threat actor, targeting US-based 
telecommunications providers

• Objectives include spying on government 
agencies, and even on specific individuals 
including Donald Trump and JD Vance

• Sept 2024 – Compromised Cisco routers to 
monitor network traffic

• Oct 2024 – Compromised major networks 
including Verizon, AT&T, T-Mobile, Lumen

• Financially motivated; active since May 2022

• Native English speaking from U.S. and UK and 
fluent in Western culture allowing for more 
effective targeting of victims

• Believed to be under the age of 25

• Part of a sprawling collective of criminal groups 
called “the Community” or “the Com” 

• Objectives include data theft for extortion; and 
known to use multiple strands of ransomware 
in operations

Nation-State affiliated Cybercrime
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Scattered Spider Profile and Timeline

Threat Actor Profile

• Financially motivated

• Native English speaking from U.S. and UK and 
fluent in Western culture allowing for more 
effective targeting of victims

• Believed to be under the age of 25

• Part of a sprawling collective of criminal groups 
called “the Community” or “the Com” 

• Objectives include data theft for extortion; and 
known to use multiple strands of ransomware in 
operations

Timeline of Activity

• Active since September  2021

• Caesars Entertainment: September 7, 2023

• MGM Resorts attacked September 11, 2023

• Law Enforcement

• 20-year old US man arrested Jan 2024

• 17-year old US man arrested July 2024

• 23-year old US man charged Nov 2024

• 20-year old US man charged Nov 2024

• 25-year old US man charged Nov 2024

• 22-year old UK man charged Nov 2024
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Meet Scattered Spider: 
a closer look

Overview

• Scattered Spider (also known as Starfraud, 
UNC3944, Scatter Swine, and Muddled Libra)

• Engages in data extortion and several other criminal 
activities

• Socially engineers help desk centers to gain 
unauthorized access to organizations

• Experts in social engineering techniques:

─ Especially phishing, push bombing, and subscriber 
identity module (SIM) swap attacks to obtain 
credentials, install remote access tools, and/or 
bypass multi-factor authentication (MFA).

Source: Scattered Spider | CISA

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
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MGM Attack – September 2023

The impact of this attack resulted in 9 days of operational outages and is believed to cost 
more than $100 million in losses.

Source: Investigating the MGM Cyberattack – Analysis by ThriveDX

1. Reconnaissance 2. Social Engineering 3. Infiltration

• Employee information is gathered from 
social media and publicly available info

• Employees with access to privileged data 
are targeted

• Targeted employees are impersonated to 
IT Support vendors

• IT Vendors reset multi-factor 
authentication of targeted users

6. Ransom 5. Exfiltration 4. Lateral Movement

• Ransomware attack prevents access to 
operational systems

• Ransom demanded

• Sensitive data is extracted; systems and 
operations are disrupted

• More admin accounts are compromised 
eventually acquiring global admin access

MGM refused to pay the ransom.

https://thrivedx.com/resources/article/investigating-the-mgm-cyberattack-how-social-engineering-and-a-help-desk-put-the-whole-strip-at-risk
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Scattered Spider Tactics

Source: Scattered Spider | CISA

Poses as company IT and/or 
helpdesk staff through:

Other tactics include:

• Phone calls or SMS (mobile text) messages

• Running commercial remote access tools 

• Convincing employees to share their one-time 
password (OTP)

• Sending repeated MFA notification prompts

• Convincing cellular carriers to transfer control of 
a targeted user’s phone number to a SIM card 
they control

• Extortion enabled by ransomware and data 
theft
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
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Protect your business from 
ransomware

Stay Current
Patch your software and operating systems.

Create redundancy
Create file, system and data back-ups.

Train
Teach employees including your internal and external Help 
Desks to recognize social engineering techniques like 
vishing, smishing, and MFA fatigue.

Decide
Executives must decide before an attack to pay or not pay; 
FBI suggests to not pay as it emboldens the criminal market.

©U.S. Bank | Public Information
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Artificial Intelligence
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Generative Pre-trained 
Transformers models, commonly 
known as GPT, give applications the 
ability to create human-like content 
and answer questions in a 
conversational tone.

GPTs gone bad

Source: What is GPT AI? - Generative Pre-Trained Transformers Explained - AWS (amazon.com)

https://aws.amazon.com/what-is/gpt/#:~:text=What%20is%20GPT%20AI%3F%20%2D%20Generative,Pre%2DTrained%20Transformers%20Explained%20%2D%20AWS
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The future of Artificial Intelligence (AI) & cybersecurity

Threat actors are positioned and are in the early stages of leveraging AI-augmented attacks. Organizations will need to 
consider the impact of AI not only in their day-to-day work, but also to their security posture.

Artificial Intelligence 

Threat actors:

• Cybercrime

• Hacktivism

• Nation-state

• Terrorism

• Insider threat

• Thrill seeker

Potential AI Attacks:

• Reconnaissance

• Exploit Development

• Lateral Movement

• Social Engineering

• Distributed Denial of 
Service 

Companies, Organizations, & Governments

How will we use AI?

• Alleviate tedious tasks for staff to focus 
on priorities

• Speed delivery of work
• Empower employees with new tools and 

assistance
• Summarize large data sets into insights

How will we defend against 
AI-augmented attacks?

• Employee education and awareness
• AI-powered security tools (fight fire 

w/fire)
• Threat intelligence
• Information-sharing across industry

How will we protect our own 
data and AI models?

• Governance
• Built-in data security

Same attacks, but with greater sophistication and frequency!
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Cybersecurity disclaimers

These websites, and the services provided, are under the exclusive control of the respective third-party provider. These links are provided as a courtesy and do not imply, suggest, or constitute any 
sponsorship, endorsement, or approval of any third party or any affiliation with any such third party. Further, we make no warranties or representations whatsoever with regard to any third-party website, 
merchandise, or service, and we are not responsible or liable to you for any damages, losses, or injuries of any kind arising out of your use of any third-party website.

This information has been obtained from sources believed to be reliable, but we cannot guarantee its accuracy or completeness.
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