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Certified Fraud Specialist (CFS)

Certified Construction Professional (CCP)

Certified Construction Auditor (CCA)

Certified Internal Controls Auditor (CICA)

Nearly 40 years experience in audit and 30 years in real estate industry

Prior fo BXP, managed due diligence audit for European acquisitions (based in Paris, France)
Manager of Internal Audit for BXP

P is a publically traded REIT (call sign BXP)
i S with approximately 200 properties in Five Regions
cisco (38), Los Angeles (27), Seattle (2)




Understanding Fraud, Theft and Wrong-doing and how to mitigate the occurrence

Understand the core approach of how BXP, the largest REIT in U.S. practices a continuous
approach of mitigating (minimizing) the opportunity of risk

Review the importance of strong controls




»How many | -
abuse to be real and can occur
organization at anytime?



Due to COVID-169

How many people think fraud, theft and abuse has increased
by number of cases, volume of (re)-occurrence (repeat theft},
and/or value stolen?



Theft

The action or crime of stealing; taking; pocketing; no real planning
involved. “Grab and Go”

ion infended to result in




Three conditions required for Fraud to occur:




2021 data from the Federal Trade Commission reveals total fraud losses of $5.9 billion in the US
There were nearly 6 million reports of fraud made to the FTC in 2021...with 25% reporting a loss
The data represents a 70% increase in fraud losses compared to 2020

The median loss for construction fraud in 2021 was $200,000

O Manipulation of Payroll Records




THE UNITED STATES ATTORNEYS OFFICE

CENTRAL DISTRICT ¢ “CALIFORNIA

ABOUT MEET THE U.S. ATTORNEY NEWS COMMUNITY ENGAGEMENT PROGR/

U.S. Attorneys » Central District of California » News
Department of Justice
U.S. Attorney’s Office
Central District of California

Monday, November 14, 2022

Former Auditor at Newport Beach Commercial Real Estate

Agency Arrested on Complaint Alleging He Stole $2.5 Million
from Employer

SANTA ANA, Califormia - A former executive at an Orange County commercial real estate agency
was arrested today on a federal criminal complaint alleging a decade-long scheme in which he stole $2.5
million by submitting fictitious invoices for companies controlled by his family and friends whose services
were never performed.

_:flxvine, California, was arrested this moming by special agents with the FBL
He is scheduled to make his initial appearance this afternoon in United States District Court in Santa Ana.

Aggarwal 13 charged with one count of mail fraud and one count of wire fraud.

According to an affidavit filed with the complaint that was unsealed today, beginning at least in 2012
and continuing through January 2022, Aggarwal used his position at the Newport Beach-based KBS
Realty Advisors to embezzle his employer's money.
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Tools

Policies and Procedures

Contract/Agreement Procedures

Contract

i

Master Agreements
Statement of Works
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We all think we have the best policies and procedures

We all think we cover all areas important
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BEST MITIGATING DEFENSE




BIDDIN



BIDDING PROCEDURE

bXP Boston bxp Boston

Properties Internal Audit

Properties Internal Audit

Objective:

Property Management bidding is the process of solicited vendors submitting proposals demonstrating they
are qualified to underntake and manage an operational service and/or provide goods by meeting all
contractual requirements in the property management agreement at a competitive price.

[-H
The purpose for following this Policy is to ereate a fair and transparent competition between potential
vendors by conducting a transparent bid process, comparing bids prior to making a vendor selection,
ensuring best competitive pricing is achieved, and mitigating the opportunity for fraud.

Property Management

Contract Bidding Policy Qualifying Property Management Services and Goods:
Boston Properties requires competitive bids for all vendaors with a combined value of goods and/or

services greater than or anticipated to be greater than 550,000 to be provided. This requirement includes
all types of goods and services and regardless of both being contracted together (e.g. good only, services
only or goods and services together).

(Services and Goods)

Policy Preface:

This Policy consists of three main sections:

*  Sum of Man; nt Bidding Procedures - an overall summary of the bidding
procedures required.

¢ Detail of Bidding Steps and Procedures - gives a detailed explanation of the bidding procedures
required

¢ Property Management Bidding Exceptions - describes the circumstances when the bidding
requirements of this Policy can be waived.

Last Revised: April 2022




Summary Of Property Management Bidding Procedures

Applicable Requirement to be
Completed

Total Project Cost

+ = Required Step

S50K to
F100K

S100K to
£5M

$5M to
F10M

510M and
Higher

Pre-Bid Vendor Approval Selection

v

v

Vendor Vetting

v
v

v
v

Informal Bid Invitation

v

Request for Proposal (RFP)

Receipt of Bids

Bid Opening

Bid Leveling Analysis and
Best and Final

Property Managemeni Approval
Form to be Completed Prior to
Contractor Selection

Post Bid Communication

Contract Amendments.

Based upon the sum of (x) the cost
of the remaining work to be
performed plus (v) the cost of the
additional work, using the
thresholds above determines il
different requirements apply to
additional work.

PMAF forms are vrequired for threshold 850K to 100K only if the region chooses "nof to bid”

services/goods and obtains written Regional Manager approval.

Please Note:

ALL capital expense projects (CapEx) must 1) follow the Construction Contract Bidding Policy, 2)
complete the Construction CPR form, and 3) follow the Construction Contract Policy.

Detail Of Bidding Steps And Procedures:

Niemehered fewis below cotmcide with the numbered steps in the swmmary seciion ahove, on the prior page.

1. Pre-Bid Vendor Approval Selection

a.

Prior to any bidding activity commencing, potential vendors that are expected to be
included in the bid invitation needs to be reviewed and approved by the Property
Management Senior Vice President/Department Head if they are not included on any
preexisting approved contractor list (e.g. Master Agreement) which has been reviewed in
accordance with #2 below in the prior twelve (12) months (a “Preapproved Contractor™).
The Department Head will need to confirm potential vendors to be invited to bid are not
currently on the BXP Vendor Do Not Use (DNL) list first.

. If any employee of BXP working on the project has a personal relationship with a bidder

that started prior to the bidder doing business with BXP, this relationship must be disclosed
to the Property Management Senior Vice President/Department Head, provided that if the
Property Management Senior Vice President/Department Head has such a relationship, the
disclosure shall be made to the Executive Vice President, Regional Manager and to the
Manager of Intemal Audit at the Boston Properties corporate office in Boston, MA.

Best efforts must be applied to obtain one-third (1/3) of the vendors invited to bid from a
gualified Underrepresented Business Enterprise (UBE). UBE’s include a) majority owned
Minority, b) Women, ¢) Disability, d) Veteran, and LGBTQIA+ enterprises. If this
requirement is not met, the reason should be documented on the Property Management
Approval Form (PMAF).

2. NVendor Vetting (If the Vendor is not a Preapproved Vendor)

a.

b
C.
d

Review of vendor financials.

. Review of vendor past projects.

Contact prior vendor customers for references.

. Background check of the vendor and the vendor’s manager responsible for the project if a

background check has not been performed in the previous twelve {12) months.
[INTERNAL AUDIT TO PROVIDE RESOURCE]

Companies or Individuals invited to bid are not identified on the BXP Do Not Use (DNU)
List or known association with any other company/individual on the DNU list,

All companies currently not in BXP's vendor database must have a complete New Vendor
Forin completed before goods of services commence.

. All companies currently not in BXP’s vendor database must be able to pass the Federal

Government Tax Identification Number { TIN) Test before any award is given or any work
commences. Conducted as part of the New Vendor Set Up procedure.

. All companies currently not in the BXP’s vendor database musi be able to pass the Federal

Government Office of Foreign Assets Control (OFAC) test before any award is given or
any work commences. Conducted as part of the New Vendor Set Up procedure.




i

Informal Bid Invitation:

a. An informal bid invitation consist of BXP emplovee contacting vendor by any means (i.e.
email, telephone call, texting, mail, in-person, standard mail, etc.). No formal written
invitation letter is required. The communication however should be consistent for each
vendor we are soliciting a proposal. Note: although bid invitation is informal, vendor bid

information submirted must be in hardcopy or email attachments in order for it 1o be retained.

4. Request for Proposal (RFP):

a. A RFP must be sent to a minimum of three (3) qualified vendors which includes or satisfies

the following:
1. The date the Invitation was sent out.
2. Be addressed to a specific contractor being invited.
3. Besigned by a qualifying individual knowledgeable of the project {nof an
administrative assistani).
. The immediate supervisor or above, of the individual signing and sending
the RFP must be Ce"d.

. Instructions regarding the due date and time bids are required to be returned.

. A Bid Submiital sheet is required to be returned with the bid.

. Two (2) BXP individuals should each receive a copy of the bids.

. Returned bids should be delivered sealed or by e-mail {date/time stamp) to
the same two individuals identified in Step #7 directly above.

. Vendor financial, operational, references and any other requested

information regarding their company’s strength and ability to complete the
project, if the contractor is not a Preapproved Vendor.

Al Other Bid Documents

- All attachments or references regarding scope of work, diagrams, project
detail explanation, project timeline, due dates, completion date, etc. should
be included in all bid packages to all invited contractors.

5. Receipt of Bids:

a. Bids received should be retained in the sealed envelope or package they were delivered in
until a formal bid opening meeting is held. Bids may be delivered by e-mail provided that
(i) the sender is identified, (ii) the recipient does not share the bid price prior to the bid-

opening meeting, (iii) individuals identified as recipients of the bid are both sent proposals.

. Bids received should have a received date and signature affixed to the owtside of the

envelope or package received. Bids delivered by e-mail should automatically contain a date

and time stamp and this requirement can be satisfied by printing and retaining the e-mail
with the date and time stamp.
If a vendor chooses not to participate in the bid process, Property Management should
make all efforts to obtain a written “no interest to bid™ disclosure from the vendor. This
can be done by means of email and/or written letter. The disclosure should include the
vendor’s reason for deciding not to bid.

. In all cases where a significant number of vendors invited to participate in the bid process

chooses not to bid and the remaining number of vendors submirting bids is equal to/or less

than 1/3 of the total number of invitees, property management should extend the bid to

5

6. Bid

additional vendors, following the same bid policy process or explain on the Property
Management Approval Form reasons for not extending the bid invitations to other vendors.

ing:
For goods and services with a total value over 35 Million bids should be opencd during a
formal bid-opening meeting, which includes individuals whom were designated and received
the bids, management and a witness (Le. administrative assistant),
Projects with a total value over $10 Million should have a S¥P of Property Management
present at the bid-opening meeting.
As each bid is opened duning the meeting, each individual should sign and date the bid
envelope, submittal letter or actual cover of the bid package. For bids submitted by email, this
requirement may be satisfied using a printed copy of the e-mail.
For all projects, one copy of the bid should be retained in the project file.
For all projects, one copy of the bid should be retained with the individual responsible for

reviewing all bidding material and making contractor recommendations to management.

7. Bid Leveling Anal and Best and Final

Individual responsible for determining the qualified contractor should review all bad materials
from each vendor, compare the requested scope of the project vs. the material received and
level off (compare) the vendor's ability to meet all scope of work requirements to be
completed, related cost and timeline.

Individuals reviewing the bid documentation should contact vendor bidders to clanfy any
questions during the bid analysis. [F this review results in a revision to the bid, a revised signed
bid must be submitted.

All vendors selected to participate m any Best and Final bid procedure should be given the
same instructions, time and provided the same information.

Reasons for the selected vendors for participating in a Best and Final process should be

documented and retamed with bidding information.

Under no circumstances should any vendor bid information be shared with other vendors in the
bid process, vendors not in the bid process or any outside person/companies. Only those
individuals who are part of the bid process should retain bid information.

8. Vendor Project Recommendation:

The mdividual reviewing the bids should fully complete a Property Management Approval
Form (PMAF) and submit along with any analysis documentation to the appropriate
management personnel for approval through obtamng physical signature sign off.
If fewer than three bids were received for the project. a full detail explanation must be included
on the PMAF. Vendors communicating their removal from the bid process should be
documented o writing (email) as to their request and reason.
Signatures on the approval form should be obtained in the order they are listed (e.g.
authorization level).
The Regional Manager 15 the last and final approval signature required, when needed.
For a capital expense projects:

1. The Construction Contract Bidding Policy should be followed

il. A CPR form must be completed
A copy of the PMAF (or CPR) form and the bid analysis must be sent to the Manager of
Internal Audit at Boston Properties corporate office in Boston, MA.
Please note, the PMAF (or CPR) form is not meant or intended to circumvent the bidding
process, but rather to assure by means of documentation and signature that all bid steps have

&




taken place, competitive pricing is accomplished and to the best of our ability, we have reduced
the opportunity of the risk of fraud.

9, Post Bid Communications Property Management Bidding Exceptions
a. The award of the winning vendor bid should be notified with a written communication to
the compary indicating that they have won the bid of vendor to perform the work identified . If a decision is made to NOT bid for a vendor or contractor or if a decision is made that it is
in the bid process. impractical to comply with any additional requirement of this Policy resulting from an amendment
. A “regret-to-inform you™ letter should be sent to all other companies participating in the to the Contract as provided in Section 11 (10) of this Policy;
bid process, which should include the contact information for Internal Audit if the vendor a. A PMAF (or CPR) form needs 1o be completed, including a full detail explanation as to
would like o communicate any concerns regarding the bidding process. why the bid process was circumvented or the requirement was not complied.
b. A Regional Manager's signature is required on the PMAF {or CPR) form.
c. The completed and signed PMAF (or CPR) form must be sent to the Manager of Internal
10. Amendments Audit at Boston Properties corporate office in Boston, MA.
a. When amending an existing contract, based upon the sum of (x) the cost of the remaining N ) o _ )
work 10 be performed under the existing contract plus (v) the cost of the additional work, - In addition to the foregoing, vendor bidding will not be required to address an emergency for so
determine if different requirements apply to the additional werk based upon the thresholds long as the emergency exists.
in Section L. IT it is impractical o satisfy the different requirements based upon the current
status of the project, the Regional Manager may approve waiving these requirements using
the PMAF ar CPR form as provided in Section I11 of this Policy. . General

. The vendor must disclose in written format, if the vendor has any ownership, relationship, or any
interest, divect ot indirect, in whole or in part, of any kind, with any subcontractor, vendor,
individual or any company being considered to work on the project through them, the vendor BXFP
is hiring,

. Any knowledge of improper influence regarding the decision to hire a vendor should be
communicated to Internal Audit. This includes any form of improper influence by BXP, vendor,
contractor, subcontractor or tenant.

. Boston Properties Property Management Department is required o disclose 1o Internal Audit any
oceurrences where the vendor has any of the relationships noted in #1 or #2 directly above.
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b)(p Boston

Properties
PROPERTY MANAGEMENT APPROVAL FORM

Purpose: (check all that apply)
O Bid / No Bid (Complete Section A thru J)

OO Contract Approval (Complete Section A and G - J)
Agreement to Provide Services (APS) or Amendor

cnt (Complete Sections A, B, & J)

Vendor Selected:

Type of Service(s) and'or Goods:

Term of Contract: (if more than 3 years, complete Section H)

Total Contract Value: One Time Cost: Time & Materials ( Esti b

1s this a Multi Build mtract?: Yes[] (If Yesselected, explanation required under Section G below)

1f bid. please confirm all vendors were vetted through the DNU List prior to sending bid invitations: Yes, Confirmed [

If not vetted. please explain why:

Managers’ Names

n D — Managers that Opened and Reviewed Bids

Managers’ Names Managers® Signatures

Page 10f3 Last updated March 2022

UBE Company Name UBE Contact Name & Phone Number

3.

Please Explain all reasons why a UBE vendor was not mvited to the bid process?

WVendor Mame Amount UBE Type
(Civele Al that Appiy)
1. M/W/V/ D/ LGBTQIA+
2 M/W/V/ D/ LGBTQIA+
ER M/W/V/ D/ LGBTQIA+
4. M/W/V/ D/ LGBTQIA+

ational qualifications been checked? fa)  YesO

(Fnciudi ial capability for with a total contract value in excess of $1,000,000)
If “Yes" is not selected, No is assumed; please explain:
fa} Business and Of ional Chuali includes the vendor s ability ta complete the scope af

the contracted services for the u:;:.l'e\ed' upon price over the term of the contract. (E.g financially
sound, aperationally has the physical capacity, service knowledgeable, staff, etc )

2) s the vendor selected the lowest bidder?  Yes[]

If Yes not selected, No is assumed: please explain:

3) lsthe vendor selected a UBE? Yes[J

If Yes not selected, No is assumed: please explain:

Page 2of 3 Last updared March 2022

Jornt of a contract or amenidiment is ised, and only to the exvent of changes comnmnicated 1o Legal)

Propertv Manager: (required) Dhate:

Senior Property Manager/Regional Property Manager: frequired) Drate:

Head of Property Management: (regquired) Dhate:
Only if: a) no bid took place; b) term exceeds 3-years; or ¢) agreement'contract | Date:

value exceeds §10M or any combination)

Legal Counsel: (Only if changes to standard BXP Agreement or amendment ave made, or if an alternare Date:

Page 30f3 Last updared March 2022




AGREEMENT PROCEDURES

Boston
bxp Properties Internal Audit bxp E?{?égrr)ties Internal Andit

Purpose:
In order to mitigate the risks associated with property management services and goods contracts, it is

important that the BXP Legal Department approved Standard Form of Agreement (contract) between
Boston Properties (BXP) and the Vendor is used. The standard form, regardless of region, can be found
on the Legal Portal. Any deviations to the standard contract is required to be reviewed by the BXP
regional legal department for approval. Changes made must be communicated.

Policy Preface:

This policy consists of two sections:

Property Management ¢ Summary of Propertv Management Contract Requirements gives an overall summary of the

contract requirements based on the project cost.

Vendor Contract Policy

Detail Process of the Propertv Management Requirements gives a detailed explanation of the

(Services and Good contract requirements for each project outlined in the Summary.

Last Revised: Aprif 2022




I Summary of Property Management Contract Requirements I1. Detail of Property Management Contract Requirements:

1. Contracts are Required:

Contracts are required for all services and goods based on the threshold requirements outlined
above in Section I of this Policy entitled Summary of Construction Contract Requirements.

Purchase Order Required The BXP Leg_al Depmtm_en[ Sttl;adard Form of Agree_rr_lem should p:ﬂmanly be obtained from
act for V Required Contract Logix. ﬁ.ltenﬁ_ttnr_ely, if you a.t\e unable to utilize Cmct Logix {i.e., vendor does not
- N have access to electronic signatures), this Form of Agreement is also located on the Legal Poral
Contract Project Management Approval Form Required per the and should be retrieved and used as a hardcopy document. Important Note: Prior used Standard

Property Management Bidding Policy Form of Agreement forms should not be used as it could present a risk of missing updates made
Contract Amendments:

Based upon the sum of (x) the cost of the remaining work 1o peciodically.
be performed under the existing contraet plus (v) the cost of

the additional work, determine if different requirements apply
to documenting the amendment based on the thresholds above - Approved Forms of Contract

¥ = Applicable Requirement to be Completed a. BXP Standard or Customized Contract
It is acceptable to use the BXP Standard Form of Agreement prepared by the BXP Legal
Department or a customized BXP form approved by the BXP Legal Department.

{a) All thresholds, where a contract is not required, will be required to have a contract if the services . WVendor Form of Contract
or goods associated with the vendor are considered a High Risk under the Insurance Limit A vendor form of contract can be used if the form is reviewed and approved by the BXP
Guidelimes on the Risk Management Portal. Legal Department,

Mote: Contract exceptions regarding contracts in place before services are rendered:
3. Amendments:
1) An emergency situation occurs

1) A Master Agreement has been entered into with a vendor in compliance with this Policy. a. All changes fo the contract must be documented sing an amendment. These changes

include, but are not limited to:
i. Changes to scope of work;
ii. Changes to services and/or goods being purchased;
iil. Changes to fees, rates or any financial deviations;
iv. Changes to insurance requirements; and
v. Changes to the term of the contract.

. All amendments must be documented using a standard form or customized form approved
by the BXP Legal Department

When amending an existing contract, determine based on the sum of (x) the cost of the
remaining work to be performed under the contract plus {y) the cost of the additional work,
if' (i) a different form of contract is required by the terms of Section I of this Policy and (ii)
a different approver and/or signatory is required by the terms of the Approval Matrix.




4. Projects Under $50,000
a. All contracts for services (including goods associated with those services) with a total
stated or estimated value under 350,000, and which are not High Risk under the Insurance
Limits Guidelines on the Risk Management Portal, do not require a contract;

A Purchase Order { PO) must be completed for such projects if a contract is not used.

5. Emergencies

a. With the approval of the BXP Legal Depantment, if possible, contracts will not be required
to address an emergency for so long as the emergency exists and it is not possible to
execute a contract.

Note: All final fully executed contracts and contract amendments should be retained in the
ContractLogix database.
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What's good for your employees should be equally good for outside vendors
acting on your organizations behalf.

nlay” with or even




Who can do what?

o to what threshold?




Approval Authority Matrix
EXHIBIT A to Approwal Policy and Procedures: Authorization Matrix
Ta be read in connection with the Boston Properties, Inc. Approval Policy and Procedures

Board of Directon Eascutive VP & W p— Proper nance Mharkorting Lesang Lagal Corporats Services |
H i § - ; B g .g £ =
i H AR TR R i [ o e O el ]
£, 8 H Bz = 2 FEc (& 5 By T H 2
P ‘B E%iii%iéii!iéiggéiﬁihf_: R R
£k : 332 s o HHE 143 . i see (BEE (2| 5| 5 | B | b '
s S H AW 'H EH B B R HUIER EHLHH B

ACOUISITIONS AND DISPOSITIONS

‘Greater than 3150 milion x
Equal to or less than 5150 million X
e T T —— I S S S B |
T 252t 550 il ane st recpires x x S | w
N . - - ez . 5250 i x|
Hapsters Anuliy s; s“rrl :-“sulr e r e s:;g::‘: f:u'f.'ﬁkf : : : : : : X : CET
[ Lss e 530000, me e ecpdred. 0 AN T O T 0 O F
ko Lo S350.000. o sqnshie e T -

Leases finchuding all amen dmends)
Transaction Authority 25,500 s or greaber, one apanoal requined x x X
Less than 25,000 5, one agoroval requined x x X x x X 7 X X7

L2arbds, O SIENATUNE requinsd

Signature Authority (3) 100,000 s or greates x x X x x X X
Less than 100,000 < X 3 x X X ® x [l ®[7)
LEASING COMMISSIONS
41 eillian or greater, one anproval required X x X x x
Signature Comtract Autharity
Less than 51 milicn, one aparoval required X X X X X X X K X
S1 million o greater, one signature requined x X X X X
Y Less than 51 milion, one approval required X 3 x X X ® x [l ®
LICENSE AMD OTHER PROPERTY MANAGEMENT AGREEMENTS
Telerom, ATM, Cafeteria, Mon-tenant Temporany Cffice and Storage Space, Tempodary x x X x x X X X X x
Retail Spate, Placemsent |drop bax, Vending Machine and Photography
— Agreemanis, and other similar agreements
Aty

Retail Carts and Klosks, Storage, Tenant and Promotional Events, Shost-Term
Conference Canter Rental AGTeamEnts

FROPERTY MANAGEMENT AGREEMENTS

Transaction and Signature
x x X x x
Authaority
TENANT IMPROVEMEMNTS
Greater than 5150,000 x x
Project Autharity foutside of £150,000 o7 less x X ]
tesms set forth in lease]
Design Aelated Eaponses {speculative T projects]
Greater than 550,000 x x )
550,000 or less x x 6} w6}
£1 million or greader, one approval required x x X X X X X
Signature Comtract Autharity Betwien 50,000 and 51 milion, one approval requd red x x X x x LY X X 7 s}

Less than 550,000, one apperoval required x X X X X X X X Lin] x5} X(7), (0]




Payables - Invoice process; Check Processing, Wire Processing, Check Signing (threshold)
Segregation of Duties (governance)
Vendor Set Up
3rd Party Insurance Requirement for indemnification
Transparency
edit Card, Pcard, Employee Reimbursement processes
ory of goods, office purchases, equipment, currier services, etc.
inhibit what we hired people to do




Everyone! Who's everyone you ask?

Executives — Own the responsibility

Management - Executives rely on

Employees - power in numbers, Code of Conduct / Code of Ethics

as we do inside




LET’S RECAP:

Measurers/Controls

Authorization Matrix
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